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Introduction to the VA Boston Healthcare System
About Us
The VA Boston Healthcare System, the largest consolidated facility in VISN 1, encompasses 3 main campuses and 6 outpatient clinics within a 40-mile radius of the greater Boston area. The consolidated facility consists of the Jamaica Plain Campus, located in the heart of Boston's Longwood Medical Community; the West Roxbury Campus, located on the West Roxbury/Dedham line; and the Brockton Campus, located 20 miles south of Boston in the City of Brockton. In addition to the 3 main medical centers, 5 Community Based Outpatient Clinics (CBOCs) located in Worcester, Framingham, Lowell, Quincy, and Causeway Street (Boston), make up the VA Boston Healthcare System (VA BHS).
Mission
The VA Boston Healthcare System is dedicated to serving the needs of America's veterans. It is committed to providing the highest quality health care, to expanding the boundaries of medicine through research, and to training the next generation of health care professionals.
Vision
Our vision is that the VA Boston Healthcare System will be known for the outstanding services we provide, our compassion for our veterans, our collaborations with the communities that we serve, and our education and research initiatives.
Values
All of the efforts within the VA Boston Healthcare System will be based on the core values of:
· Trust
· Continuous Improvement
· Mutual Respect
· Diversity
· Teamwork
· Integrity
· Innovation
· Customer Service
Academic Affiliates
VA BHS serves as a national Research and Development center for medical research and is a major tertiary care center for the VA New England Healthcare System Veterans Integrated Service Network (VISN).
Academic affiliations include Harvard Medical School and Boston University Medical School, as well as, numerous other institutions. As a teaching facility, the VA Boston Healthcare System provides a full range of services, with state-of-the-art technology as well as education and research, offering specialized training to over 1,100 residents and fellows, 250 medical students, and 400 students in various other areas of clinical practice including psychology, optometry, pharmacy, etc. Additionally, VABHS has affiliations with 7 other major medical facilities in the greater Boston area.

Information Security and Privacy
OUTLOOK
Outlook is NOT secure when sending patient information unless your system has been encrypted and the person receiving the message has encryption software installed also.
Eventually, all staff will have PKI installed who need it, but at this point in time there is very limited staff that has PKI. You can contact your ADPAC or Supervisor to apply for PKI thru the ISO.
The Office of General Counsel has indicated that the first initial of the last name and last four of the social security number (e.g., A2222) is not a unique identifier, therefore, this alone in an email is not considered sensitive or individually identifiable information.
However, once you add any other health information that has not been de-identified in accordance with VHA Handbook 1605.1 you may no longer send that information without encryption.  There are 18 elements which much be removed to render the information as de-identified.  I will only list the elements that apply for our purposes:
1) Names
2) Addresses
3) Dates related to the individual such as DOB, admission or discharge dates, date of death
4) Telephone numbers
5) Fax numbers
6) E-mail addresses
7) Social Security number
8) Health Plan Beneficiary Number
9) Full face photos
Example of a secure message that can be sent without encryption:
  “Please look at the co-payment bill for A2222 as I think there is a mistake on the bill.”
Example of a message that should not be sent without encryption:
  “On January 1, 2007 A2222 had an appointment in the Cardiology Clinic.  The visit for that appointment was coded wrong.  The diagnosis should be CHF not cardiovascular disease.”
In the meantime, we suggest you either use shared folders to share files, spreadsheets, etc when de-identification cannot be assured.
VISTA
VISTA email system can be used to transmit patient information.  Please follow the guidance below.
Never use Patient Names in the Subject Line
Don’t forward or auto forward to Outlook or other email systems
Full name and SS# may be used in the BODY of the message for patient treatment purposes or coordination of care between providers, patient safety issues, reporting erroneous notes, consultations, discharge planning, etc.
Last name and last 4 SSN may be used in the BODY of a message to identify a patient for payment and health care operations such as coding, billing, registration, eligibility, peer review, quality assurance and patient complaints
Do use caution when sending patient information to mail groups to ensure you have selected the correct group name. 

Information Security and Privacy (continued)
Additional Safe Use Guidelines
· Always lock or log off your computer when leaving the machine and/or room
· To lock hold down windows key   and press L
· All copies of patient information should be secured at all times
· Use shredder bins to dispose of all paper
· Know where the shredder bins are located
· Don’t leave printouts on the printers and fax machines.  Collect immediately 
· If you notice that something has been sitting on the printer or fax machine for more than an hour please place it in the nearest Shred-It Bin.
· Don’t leave printouts in any publicly viewable area. 
· Don’t share your computer codes with anyone. 
· Don’t use someone else’s computer code(s).
· Don’t make copies of patient records and transport them off VA property. 
· Don’t use GUI VistA email to send sensitive information to a non VA email or VA Outlook user.
· Challenge people in your area that are unfamiliar, even if they have badges on.
· Know your ISOs (Information Security Officers) and POs (Privacy Officers)
· Do not discuss patient or employee personally identifiable information (PII) or personal health information (PHI) in areas that are not private and in which your conversation can be overheard.
· Be sure that you have completed your yearly mandatory Information Security and Privacy training in LMS.
.Remember – Respecting and providing for patient’s privacy is EVERYONE’S responsibility!
Information security and privacy is EVERYONE’s business!!!!
If you have any questions or concerns about information security or privacy, please call:
Kimberly Murphy, Privacy Officer at x42375 or 62013
Penny Lashua, Privacy Officer at x45938
Joseph K Davis, Information Security Officer at x36225
Frank Penacho, Information Security Officer at x63639
Eileen T Robillard Information Security Officer at x45639

Compliance & Business Integrity
Each VA medical center and VISN has a Compliance and Business Integrity (CBI) Officer. The CBI Officer is responsible for the implementation and administration of the local CBI program. Your local CBI Officer is your first introduction to business compliance and is available to answer questions concerning compliance issues. As a member of a network office or medical center’s management team, the CBI officer’s key role is to provide reasonable assurance to local senior management whether VHA business operations follow applicable laws, regulations and policies. They also help foster c culture of business integrity and quality.
Note: It is every trainee’s duty to report potential business compliance issues to their supervisor or the facility Compliance and Business Integrity Officer.
Further information regarding the CBI program is available on the CBI website at http://vaww.cbi.va.gov/

VA Boston Healthcare System Compliance and Business Integrity Officer
Wanda D. Andrews, RHIA – ext. 62392




Government Ethics
Acceptance of gifts or favors are restricted by federal government ethics policy.
As a trainee in a federal facility, you are bound by the same ethical standards of all employees in the federal government’s Executive Branch. It’s important for you to know that public service is a public trust: taxpayers are relying on you to do the right thing for America’s Veterans. Just as for other federal employees, it is important to be very careful to avoid unethical behavior and conflicts of interest.
You are prohibited from accepting a gift from a ‘prohibited or restricted source’. A prohibited or restricted source is any private individual or non-federal organization that:
· Is seeking official action by VA;
· Does or seeks business with VA;
· Conducts activities that are regulated VA; and
· Has interests that may be affected by the performance of your own official duties
If you want to know more about Government Ethics, go to http://www.usoge.gov/federal_employees.aspx
EEO Laws / Workplace Harassment / No Fear Act
EEO / Workplace Harassment
All facilities have an EEO Manager who is available to answer questions about the complaint process or address grievances.
VA Boston Healthcare System EEO Manager
Edwin C. Muller – ext. 42255

VA Boston Healthcare System EEO Specialist
Donald Sapp – ext. 42255
No Fear Act
If an employee or applicant feels that he or she has been the victim of whistleblower retaliation, he or she may report it to the VA OIG Hotline at 1-800-488-8244 or file a written complaint with the U.S. Office of Special Counsel (OSC) or on-line through the OSC website (http://www.eeoc.gov/) 


Safety (Occupational Health, Fire and Other Emergencies)
Emergency Codes for VA Boston Healthcare System
ext. 33333       Code Red                Fire Emergency                      ext. 33333

ext. 33333       Code Blue               Medical Emergency               ext. 33333

ext. 33333       Code Green            Psychiatric Emergency           ext. 33333

ext. 33333        Code Grey               Disaster Situation                   ext. 33333

ext. 55911        Code Yellow             Missing Patient                     ext. 55911

Occupational Health
Employees seeking medical attention for injury or illness should report to Occupational Health.
VA Boston Healthcare System Occupational Health Contact Information
Dr. Robert S. Sprague, Director C&P and Occ. Health – ext. 45003
Patricia Castillo, NP – Jamaica Plain - ext. 42353
Nancy Gendreau, NP – Brockton – ext. 62305
West Roxbury – ext. 36127

Safety (Occupational Health, Fire and Other Emergencies) (continued)

Hazardous Materials
WORK SAFE – KNOW THE CHEMICAL HAZARDS
· Know and understand the chemical hazards in your work area.
· Read the hazard warnings on container’s label.
· Refer to the Material Safety Data Sheet (MSDS) for additional information
· Utilize the Chemical Inventories of Your Service to know what chemicals are being used.
· Properly store your chemicals (by chemical compatibility and in a manner to avoid spillage)
· DO NOT dispose of chemicals in sink drains or in trash barrels.
· Contact the Safety Office for chemical disposal (extension 61158)
· Recognize and report any unsafe conditions or malfunctioning equipment to your Supervisor

EMERGENCY TELEPHONE NUMBERS AND RESOURCES:
FOR CHEMICAL SPILLS AND OR LEAKS:	
· DIAL ext. 33333, and
· IDENTIFY THE LOCATION, and
· DESCRIBE THE TYPE OF INCIDENT (How much/what spilled)

Hazardous Chemical Resource Person:
Salo Birman, CPC, FAIC, Industrial Hygienist/Chemical Hygiene Officer
Direct Tel. #: 857 – 364 – 5460
Emergency: Cell #: 617 – 799 - 1509


GEMS (Green Environmental Management System)

The GEMS program is intended to make the nation’s government more environmentally responsible. It is a nationwide program and VA Central Office has mandated that every VA must participate. GEMS represents a systematic approach to environmental management that continually evaluates our environmental footprint. The primary purpose of GEMS is to coordinate the activities of the various services into one integrated framework.
In order to understand your role in the GEMS program, you first need to understand and define how what you do at work could affect the environment.  These are called Environmental Aspects.  Examples of Environmental Aspect at work are:
· Functions that generate waste (chemical, paper, plastic, etc.)
· Equipment use that requires energy (electricity, water, steam)
· Discharging of fumes or exhaust to the air
· Cleaning surfaces with various products				
· Pouring something down a drain
· Simply using your computer  									
Once the Aspect has been identified, you then need to evaluate the Environmental Impact it has on the environment.  Environmental Impacts could include:
· Discharging contaminants to waterways or the air
· Increasing the use of fossil fuels
· Increasing the solid waste footprint of the facility

How can I help to protect my environment?
· Evaluate your current function and identify opportunities
· Conserve water and electricity 
· Purchase bio-based (Green) products
Green Purchasing (Reusing what you can and not ordering more than you need)
Store and dispose all items correctly (Everything has a proper place for disposal or recycling….don’t know – ask!)
Here at the VABHS we:
· Recycle office paper  - Info Shred Bins
· Recycle cardboard – leave near office trash and Environmental Services will pickup
· Toner cartridges – return to stores for recycling
· Computers/printers – See supervisor and follow equipment turn-in policy
· Metal/Wood/construction – Engineering
· Plastic Bottles/Aluminum Cans – Bring it to work, please recycle it back at home

How is GEMS being implemented at VABHS?
This VA Boston Healthcare System (VABHS) policy facilitates the use of its Green Environmental Management Systems (GEMS) as a systematic management approach to develop and implement its environmental policy and manage its environmental program at all levels of the organization. GEMS provides an organizational structure and framework for managing VABHS’s environmental responsibilities, goals and objectives with respect to: environmental regulatory compliance; pollution prevention; energy conservation; sustainable buildings and practices; conformance with all Executive Orders/Directives; and, ensure compliance with all Federal, State & Local regulations.
 
GEMS Coordinator Contact Information
Bryan Soltysik – ext. 36522, Cell: 617-839-6705
Amanda Furtado – ext. 46225
Daniel Wood – ext. 62345

Patient Safety

ATTENTION INTERNS, RESIDENTS & ATTENDING PHYSICIANS!!!!!
Universal Protocol Procedures
You Must Conduct A “Time-Out” Prior To All Invasive Procedures Requiring Signature Consent.
 (
Arthrocentesis
Arterial Line
Central Line
PICC line
Lumbar Puncture
Paracentesis
Thoracocentesis
Chest Tube
Swan-Ganz Cath
Invasive Radiology
Biopsy – liver, kidney, prostate etc
Dermatology Procedures
Injections into joint space or body cavity
Podiatry
Electrocautery
PEG, J-tube
Laser Therapy
)This includes the following invasive procedures, but not limited to:




Invasive Procedures as listed above require the following steps (including at the bedside): 

1. Consent form is executed properly	       
2. Mark the Site of incision with permanent marking pen. 
3. Actively Identify Patient using two identifiers        
	(Patient States full name and full SS# or date of birth)
4. Conduct a “Time-Out” prior to start of procedure to confirm patient, site, intended procedure, required position of patient, and equipment needed is correct.
5. Two members of procedure team confirm imaging data

YOU MUST DOCUMENT IN THE MEDICAL RECORD THAT THESE 5 STEPS HAVE BEEN COMPLETED!!!

Methods of Documentation: Electronic Procedure Progress Note or completing a Pre-procedure Verification Checklist for Invasive Procedures form which can be found: At nurses station, Resident office or on 
VABHS Web - Memoranda & Policies Section: Ensuring Correct Surgery & Invasive Procedure PCM 11-033-LM Attachment “C”@ http://vaww.visn1.va.gov/intranet/Boston/docs/policies/57284/ 

For more information contact: 
Pam Bellino, Patient Safety Coordinator – ext. 36654



Suicide Prevention
Introduction:
As part of its plans to care for an expanding number of returning veterans as well as an aging population of veterans from prior eras, VA is implementing a comprehensive program for suicide prevention. It is based on the concept that prevention requires adequate capacity and ready access to a high quality mental health system, as well as activities that target suicide more specifically. To this end, the VA has mandated employee training to increase suicide prevention awareness among all its employees and has appointed a Suicide Prevention Coordinator at each of its 153 medical centers.
Suicide Facts:
The Joint Commission has noted that suicide ranks as the eleventh most frequent cause of death (third most frequent in young people) in the United States, with one person dying from suicide every 16.6 minutes. Suicide of a care recipient while in a staffed, round-the-clock care setting has been the most frequently-reported type of sentinel event since the inception of the JCAHO’s Sentinel Event Policy in 1996. Identification of individuals at risk for suicide while under the care of, or following discharge from, a health care organization is an important first step in protecting the health and planning the care of these at-risk individuals.

Every VA employee should be aware that suicide is preventable, learn about risk factors and warning signs (as appropriate for your job), and know how to access VA suicide prevention resources.
Resources: 
Veterans Crisis Line    1-800-273-TALK
To ensure veterans with emotional crises have round-the-clock access to trained professionals, the Department of Veterans Affairs (VA) has begun operation of a national suicide prevention hot line for veterans.  The toll-freehot line number is 1-800-273-TALK (8255).

The hot line will put veterans in touch – any time of the day or night, any day of the week, from anywhere in the country – with trained, caring professionals who can help.  VA's hot line is staffed by mental health 
professionals who will work closely with local VA mental health providers to help callers. 

VA Boston Healthcare System Suicide Prevention Coordinators
Alex Lane, LICSW – 857-364-6447 
Julie McCarthy, LICSW - 774-826-3024




Important Phone Numbers
	
	West Roxbury
	Jamaica Plain
	Brockton

	Benefits & Eligibility
	35265, 35490
	45265, 45229
	62504, 62227, 62515

	Chemical Spills
	33333
	33333
	33333

	Compliance/Ethics
	62392
	62392
	62392

	EAP
	35856
	44272
	62055

	EEO
	36625
	42244
	62009

	GEMS Coordinator
	36522
	36522
	36522

	Hazardous Materials
	45460
	45460
	45460

	Housekeeping Help Desk (non-chemical spills)
	35137
	35137
	35137

	Industrial  Hygenist
	36612
	44724
	62345

	Infection Control
	36939, 36987, 36618, 
36616, 36942, 36949
	44670
	62076

	Information Security Officer
	36225
	45639
	63639

	MST (Military Sexual Trauma) Coordinator
	61303
	61303
	61303

	Occupational Health
	36127
	42353
	62305

	Patient Safety
	36654
	36654
	62077

	Police
	36007
	45291
	62530

	Privacy Officer
	42375
	42375
	42375

	Safety
	61157
	45851
	61157

	Suicide Prevention
(1-800-273-TALK)
	44940
	44940
	61526

	Utilities
	35138
(after hours call ‘Operator’ to page the PM Mechanic)
	45413
(after hours call ‘Operator’ to page the PM Mechanic)
	61042
(after hours call ext. 61885)



Emergency Codes for VA Boston Healthcare System
ext. 33333       Code Red                Fire Emergency                      ext. 33333

ext. 33333       Code Blue               Medical Emergency               ext. 33333

ext. 33333       Code Green            Psychiatric Emergency           ext. 33333

ext. 33333        Code Grey               Disaster Situation                   ext. 33333

ext. 55911        Code Yellow             Missing Patient                     ext. 55911




CERTIFICATION OF TRAINING
I certify that I have completed the mandatory training for clinical trainees through the LIBRIX (EES) system and have provided a copy of my completion certificate to the VA Boston Healthcare System. The course covers all VA and VHA requirements for mandatory training, as well as some additional topics pertinent to trainees that includes; The Joint Commission National Patient Safety Goals, trainee supervision, and recruitment and benefits messages. 
Additionally, I have received and reviewed a copy of the manual entitled ‘VA Boston Healthcare’s New Employee Orientation Supplement for Clinical Trainees’ which provides information on Green Environmental Management (GEMS), Infection Control, and other safety information pertinent to the VA Boston Healthcare System (VABHS).

___________________________________________         _______________________________
Print Name Clearly                                                                              Service/Care Line/Unit

___________________________________________         ______________________________
	 Signature                                                                                              Date

(A signed and dated copy of this page should be provided to your supervisor for inclusion into your training file)

***  Supervisor should forward a copy of the signed and dated signature page, along with a copy of the completed “Certificate of Completion”  for “VHA mandatory Training for Trainees – Released 2010” to Thelma Slavin in the Employee Education Dept. at mail code 14-JP,  or via fax to ext. 46719 only if the trainee is a VA paid trainee (e.g.; paid resident, paid student, etc.)


1
Employee Education, D.O.O.: 6/22/2011
D.O.R.: 10/7/2011
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MATERIAL SAFETY DATA SHEETS (MSDS)

Material Safety Data Sheets provide informa
tion about the chemical substances within a
product, safe handling procedures, first ai
measures, and procedures to be taken when
the product is accidently spilled or re-
leased.

There is no format specified for MSDSs.
They, however, must be in English and must
include the following information.

1. The identity of the chemical used on the
label.

2. Except for trade secrets, the specific
chemical name and common names for the
hazardous ingredients. )

3. Physical and chemical characteristics.

4., Physical hazards.

5. Health hazards.

6. Primary route(s) of entry.

7. OSHA PEL, ACGIH TLV, and any other
recommended exposure limit.

8. Whether the chemical is listed as a con-
firmed or potential carcinogen by NTP,
OSHA, or other responsible source.

9. Applicable precautions for safe handling

. and use.

10. Applicable control measures.

11. Emergency and first aid procedures.

12. Date of preparation or latest revision.

13. Name, address and telephone number of
manufacturer, importer, or other respon-
sible party.

* * * * * * * *

o AVOID
CONTACT WITH

AVOID L
BREATHING FUMES
SKIN, EYES OR CLOTHING OR DUST

DO NOT TAKE
INTERNALLY

DANGER

CAUSES SEVERE BURNS — VAPOR CAN BE
EXTREMELY HAZARDOUS. EFFECTS OF SKIN
CONTACT OR INHALATION MAY BE DELAYED
SEVERAL HOURS. SPILLAGE CAN LIBERATE
DANGEROUS GAS.

WHEN DILUTING,. ALWAYS ADD ACID TO WATER. DON'T ADD WATER TO ACID. 0Q .NOT STORE
WITH EASILY 0XT0IZABLE MATERIALS OR CHEMICALS WHICH MIGHT VIOLENTLY -REACT. CLEAN
UP SPILLAGE AT ONCE. DO NOT USE COMBUSTIBLE MATERIALS (CLOTHS, SAWDUST, ETC.) FOR
CLEANING.UP.-FLUSH WITH LARGE QUANTITIES OF WATER OR COVER WITH.DRY..SAND. ASHES
OR GRAVEL AND NEUTRALIZE WITH SODA ASH OR LIME.
ANTIDOTE:
IMMEDIATELY FLUSH SKIN OR EYES WITH WATER FOR AT LEAST 15 MINUTES REMOVE PATIENT
FROM CONTAMINATED AREA. REMOVE ALL CONTAMINATED CLOTHING. KEEP PATIENT WARM. GET
MEDICAL ATTENTION. NEVER ATTEMPT TO_GIVE ANYTHING 8Y MOUTH TO AN UNCONSCIOUS PERSON.
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